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6G – Moving in a cyber-physical continuum
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embedded in physical world 

send data to update the digital 

representation in real time

Actuators in the real world 
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programmed in the digital 

representationThe network provides 
intelligence, ever-present 
connectivity, and full 
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physical continuum
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- MAC layer threats
e.g. Mobile ware,

APT/DDoS
Malicious Apps

Mobile 
Applications

Richer Content
(Videos)

4G

LTE, LTE Advanced
2010

- Cyberware and critical
infrastructure threats

-SDN/NFV threats
-Cloud computing related

threats

eMBB

URLLC

mMTC

Cloud 
Computing

5G

NR, SDN, NFV, NS
2020

-AI/ML based intelligent
attacks

-Zero day attacks
-Quantum attacks

-PHY layer attacks for VLC,
THz, etc.

AI/ML, Blockchain, VLC, THz,
Quantum computing

2030

Automation

Connected
Intelligence

6G

Evolution of Mobile Security Landscape 
from 4G towards 6G



Key Security Requirements of Prominent 6G Applications



6G Applications

• Industry 5.0 
• UAV based Mobility 
• Connected Autonomous 
• Vehicles (CAV) 
• Smart Grid 2.0
• Collaborative robots 
• Hybrid - Intelligent healthcare 
• Digital Twin 
• Extended Reality

6G Requirements

FeMBB umMTC

eURLLC

Latency                           0.1 - 0.01 ms
Leal data rate                  > 1 tbps
Movability                     1000 kmh
Aria traffic capacity       1 Gbm2

6G

New Security requirements
New Stakeholders

New Attackers

6G Landscape and Security Composition



Attack on 6G Architecture
(AI compromises, physical
attacks, physical layer attacks,...)

Attacks on key 6G
technologies (Poisoning attacks, 
eavesdropping, ...)

6G Architecture 6G technologies

Intelligence Network 
Management

Edge Intelligence

Intelligence Radio

- AI

- DLT

- Quantum Communication

- THZ Bands

- VLC

6G Landscape and Security Composition





6G Security Considerations

Hardware to 
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AI/ML AttacksPHY layer security
threats

Trust
Violations

AI/ML
Attacks

PHY layer
security
threats

Data privacy
threats AI/ML attacks

Security
threats on

cloud
Security

threats on 
edge

Open API
Security 
threats

6G

RAN Core
Convergence

Intelligence
Radio

Specialized
Subnetworks

Cloudification

Edge
Intelligence

Orchestration

Device
Consumer end

(End Users)

6G Security Threat Landscape

• 6G architectural innovation, 
decomposes the data and 
information architecture into four 
segments, namely, 

• Platform
• Functions
• Orchestration 
• Specialization
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